FINANCIAL INFORMATION FORUM

August 21, 2025

By electronic mail to rule-comments@sec.gov

Securities and Exchange Commission
100 F Street, NE

Washington, DC 20549-1090

Attn: Secretary

Re: File Number 4-698: Joint Industry Plan; Notice of Filing of Amendment No. 1, and Order
Instituting Proceedings to Determine Whether to Approve or Disapprove an Amendment to
the National Market System Plan Governing the Consolidated Audit Trail, as Modified by
Amendment No. 1, Regarding the Customer and Account Information System

Dear Secretary,

The Financial Information Forum (“FIF”)! appreciates the opportunity to submit this supplemental
comment letter in response to the above-referenced Notice of Filing of Amendment No. 1 and Order
Instituting Proceedings published by the Securities and Exchange Commission (the “Commission”) on
June 17, 2025 (the “Notice and OIP”).2 The Notice and OIP relates to (i) a filing by the Participants (the
“CAT Plan Participants”) in the National Market System Plan Governing the Consolidated Audit Trail (the
“CAT NMS Plan”) on March 7, 2025 proposing amendments to the CAT NMS Plan (the “initial filing”),
and (ii) a filing by the CAT Plan Participants on May 28, 2025 of a response to comments, which included
an amendment to the initial filing (the “amended filing”).? The initial and amended filings (referred to

LFIF (www.fif.com) was formed in 1996 to provide a centralized source of information on the implementation
issues that impact the securities industry across the order lifecycle. Our participants include broker-dealers,
exchanges, back office service bureaus, and market data, regulatory reporting and other technology vendors in the
securities industry. Through topic-oriented working groups, FIF participants focus on critical issues and productive
solutions to technology developments, regulatory initiatives, and other industry changes. This is a list of FIF
members.

2 Securities Exchange Act Release No. 103288 (June 17, 2025), 90 FR 12845 (June 23, 2025) (“Notice and OIP”).

3 CAT NNS Plan Participants, File Number 4-698, Notice of Filing of Amendment to the National Market System Plan
Governing the Consolidated Audit Trail Regarding the Customer and Account Information System (Mar. 7, 2025)
(“Initial Filing”), available at https://catnmsplan.com/sites/default/files/2025-03/03.07.25-Proposed-CAT-NMS-
Plan-Amendment-CAIS.pdf.

4 CAT NMS Plan Participants, File Number 4-698, Notice of Filing of Amendment to the National Market System
Plan Governing the Consolidated Audit Trail Regarding the Proposed Customer and Account Information System
Amendment (“Proposed Amendment”) — Response to Comments (May 28, 2025), available at
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collectively as the “rule filing”) propose amendments to the CAT NMS Plan to remove personally-
identifiable information (“PII”) from the Consolidated Audit Trail (“CAT”). The amended filing also
responds to comments received by the Commission in response to the initial filing. The CAT Plan
Participants conduct activities related to CAT through Consolidated Audit Trail, LLC (“CAT LLC").

This letter discusses the following requests by FIF members:

e Providing exemptive relief from the requirements relating to unidentified large traders

e Removing outstanding rejections relating to fields that will no longer be reportable to the CAT
Customer and Account Information System (“CAIS”)

e Removing outstanding Material Inconsistencies

e Removing TIDs (transformed identifiers) from CAT after the applicable CCIDs (CAT Customer IDs)
have been generated.

FIF members continue to support the Commission’s approval of the rule filing, and the discussion in this
letter does not impact this recommendation. The points raised in this letter should not impact or delay
the Commission’s approval of the rule filing but are instead raised to highlight issues that the
Commission should separately address.

This letter is a follow-up to comment letters that FIF submitted on April 9° and July 14, 2025.% This letter
does not affect any of the comments previously submitted by FIF.

A. The Commission should provide exemptive relief from the requirements relating to
unidentified large traders

Background on large trader reporting rule, including requirements relating to unidentified large
traders

The Commission adopted the large trader reporting rule (the “large trader rule” or the “rule”) on July 27,
2011.7 The adopting release for the rule explains that “The large trader reporting requirements that the
Commission is now adopting will enhance, in the near term, the Commission’s ability to identify, and
collect information on the trading activity of, the most significant participants in the U.S. markets.”® The
larger trader rule requires a person or entity that exceeds specified trading-level thresholds to file Form
13H with the Commission.® Pursuant to the rule, a large trader is required to disclose to each broker-
dealer through which it trades the large trader’s status as a large trader, the “large trader identification

https://catnmsplan.com/sites/default/files/2025-05/05.28.25 CAT-LLC-Response-to-Comments-CAIS-
Amendment.pdf.

5 Letter from FIF to the Commission (Apr. 9, 2025), available at https://www.sec.gov/comments/4-698/4698-
590975-1712522.pdf.

6 Letter from FIF to the Commission (July 14, 2025), available at https://www.sec.gov/comments/4-698/4698-
625367-1847814.pdf (“July 2025 FIF Comment Letter”).

7 Securities Exchange Act Release No. 64976 (July 27, 2011), 76 FR 46960 (Aug. 3, 2011) (“Large Trader Adopting
Release”).

81d. at 76 FR 46961.

917 CFR §240.13h-1(b)(1).
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number” (“LTID”) assigned by the Commission to the large trader, and each account to which the LTID
applies.® Broker-dealers are required to report any LTIDs to CAIS for any FDID (i.e., account) to which
the LTID applies.?

Pursuant to the large trader rule, a broker-dealer is required to maintain a record of every “unidentified
large trader”.’? The rule defines an “unidentified large trader” as “... each person who has not complied
with the identification requirements ... that a registered broker-dealer knows or has reason to know is a
large trader.”® In other words, the rule imposes on broker-dealers the obligation to monitor whether a
large trader has complied with the large trader’s obligation to obtain an LTID from the Commission. The
Commission writes in the adopting release for the large trader rule that “The proposed monitoring
requirements were intended to promote awareness of and foster compliance with Rule 13h—1 by
customers who might not be aware of their large trader reporting responsibilities.”*

The approach for monitoring large trader reporting adopted by the Commission is ineffective because a
broker-dealer would not know about a customer’s trading activity at other broker-dealers. In the
adopting release for the large trader reporting rule, the Commission acknowledges the limitations of
requiring each individual broker-dealer to separately determine whether a customer qualifies as a large
trader:

In other words, when considering whether a customer’s trading activity has exceeded
the “identifying activity level,” the broker-dealer need only consider the customer’s
activity effected through an account or a group of accounts at that broker-dealer. If that
activity rose to the “identifying activity level”, the broker-dealer would be required to
treat the customer as an Unidentified Large Trader. Beyond considering the transactions
effected through an account or a group of accounts at the broker-dealer, however, the
broker-dealer is not required to proactively make further inquiries for the purpose of
determining its customer’s status (e.g., by seeking to determine the customer’s trading
activity at other broker-dealers) [emphasis added].®

The Commission also highlights the limitations of this monitoring requirement with respect to customer
trading activity that a broker-dealer is aware of:

The Commission notes that in some cases only the potential large trader would know
whether it in fact is a large trader because certain types of transactions are excluded
from the identifying activity level calculation. For example, a broker-dealer may have a
customer that effected $22,000,000 worth of transactions through that broker-dealer in
a given day, in excess of the identifying activity threshold. If that customer did not

1017 CFR §240.13h-1(b)(2).

11 see, for example, CAT Reporting Customer & Account Technical Specifications for Industry Members, Version
2.2.0 r3 (Mar. 25, 2025), available at https://catnmsplan.com/sites/default/files/2025-

03/03.25.25 Full CAIS Technical Specifications 2.2.0 r3 CLEAN.pdf (“CAIS Technical Specifications”), at 6-7.
12 17 CFR §240.13h-1(d)(1).

13 17 CFR §240.13h-1(a)(9).

14 Large Trader Adopting Release, at 76 FR 46978.

151d. at 76 FR 46979.
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previously identify itself as a large trader to the broker-dealer by providing an LTID and
identifying the accounts to which it applies, then the broker-dealer would treat the
customer as an Unidentified Large Trader. However, the customer may not, in fact, be
required to register as a large trader because the customer may not have exercised
investment discretion over those transactions.®

Given that CAIS is now in operation, the current requirements relating to unidentified large traders are
redundant and should be retired

A broker-dealer is required to report all of the following to CAT and CAIS:

e Each FDID (i.e., account identifier)’

e The customers associated to each FDID;!8 broker-dealers report a hashed version of the tax
identification number for any customer (i.e., the SSN for a natural person and the EIN for a legal
entity),’® and the Commission converts these hashed values to encrypted “CCIDs”?°

e The LTIDs associated to each FDID*

e The FDID for every order and trade execution.??

The above reporting obligations will continue to apply even if the Commission approves the rule filing as
proposed. Diagram 1 illustrates the associations described above that are, and will continue to be,
reportable to CAT and CAIS:

Diagram 1
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16 |d. at 76 FR 46980.

17 See, for example, CAIS Technical Specifications, at 4-5.
18 |bid.

1% See, for example, Id. at 7-10.

20 |bid.

21 See, for example, Id. at 6-7.

22 5ee, for example, Id. at 4-5.
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Given the above data reported to CAT, the Commission, through CAT, can readily determine if any CCID
has exceeded the applicable trading thresholds for large trader reporting and an LTID has not been
reported for the FDIDs to which the CCID is associated. Diagram 2 illustrates this point:

Diagram 2
FDID: A15 FDID: B20
CCID: 45e1....2b2d CCID: 45e1....2b2d
LTID: ? LTID: ?

Through a basic automated query, the Commission can determine (i) whether the aggregate trading
activity of any CCID (including CCID 45e1....2b2d) across all FDIDs at all broker-dealers exceeds any of the
large trader reporting thresholds, and (ii) if so, whether the broker-dealers have reported an LTID for
this CCID (or, more specifically, for all the FDIDs to which the CCID is associated). The availability of the
data described above in CAT and CAIS obviates the need for broker-dealers to create identifiers for
unidentified large traders and to report them to CAT.

As discussed above, requiring individual broker-dealers to monitor for a customer’s compliance with
large trader reporting is an ineffective approach because each broker-dealer only has access to the
trading activity that the customer conducts through the broker-dealer. It is far more effective for the
Commission -- which can use CAT to calculate a customer’s activity across all broker-dealers -- to
monitor a customer’s compliance with large trader reporting.

Reducing CAT costs

Commission Chairman Paul S. Atkins has discussed the Commission’s current focus on identifying ways
to control CAT costs:

This particular “CAT” has quite an appetite for data and computer power, with costs
rising to nearly $250 million a year. These costs are divvied up and eventually, one way
or another, fall on the shoulders of investors. The financial services industry and
Congress have rightly pushed back on the seemingly endless cost increases and the risks
of storing so much sensitive data together.
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Therefore, | have instructed the staff to undertake a comprehensive review of the CAT.

In addition to examining the costs of the system, | would like to see the staff take a hard
look at the reporting requirements and scope of what is collected. | look forward to the
agency engaging with the public on this important issue.??

The following formula sets forth the “net” costs of CAT:

Net costs of CAT = Costs of CAT?* — Cost savings from removing reporting requirements
that are duplicative of CAT

An important element in managing and reducing the “net” costs of CAT is to identify and remove
reporting requirements that are duplicative of CAT. With the implementation of CAT, the requirements
imposed on broker-dealers relating to unidentified large traders are redundant of CAT. Accordingly, the
Commission should provide an exemption from these requirements as redundant in light of the
implementation of CAT.

Large trader reporting should be reevaluated in light of CAT and CAIS

More generally, FIF members request that the Commission reevaluate large trader reporting (including
Form 13H, the assignment of LTIDs by the Commission, and the reporting of LTIDs to CAIS) in light of CAT
and CAIS. Given that regulators, using CAT and CAIS, can now determine the activity level of any CCID
across accounts at the same broker-dealer and across accounts at different broker-dealers, what is the
current incremental regulatory value of large trader reporting? The Commission should engage in a cost-
benefit analysis as to whether to retain, modify or retire large trader reporting in light of CAT and CAIS
data now being available. As part of this analysis and reevaluation, the Commission should provide
additional information relating to its current usage of large trader reporting data and the benefits of this
usage relative to the costs. This reevaluation would be a longer-term process. In the short-term, the
Commission should provide an exemption from the requirements of large trader reporting that relate
specifically to unidentified large traders, as discussed in the preceding section.

The Commission writes as follows in the adopting release for the large trader rule: “... in order to
mitigate costs on registered broker-dealers, the Commission intends to utilize the existing infrastructure
of the EBS system for the large trader reporting rule.”?® FIF members have proposed that the electronic
blue sheets (“EBS”) system be retired and replaced with a request and response system that is based on
the CCIDs and FDIDs in CAIS.%® In evaluating whether to retain, modify or terminate large trader
reporting, the Commission should consider any current reliance on EBS and whether and how the
replacement of EBS would impact the Commission’s current use of large trader reporting data.

23 paul S. Atkins, Prepared Remarks Before SEC Speaks (May 19, 2025), available at
https://www.sec.gov/newsroom/speeches-statements/atkins-prepared-remarks-sec-speaks-051925.

24 The costs of CAT include the costs of operating the CAT system and costs incurred by broker-dealers, exchanges,
and other market participants to comply with their CAT reporting obligations.

%5 Large Trader Adopting Release, at 76 FR 46978.

26 See, for example, July 2025 FIF Comment Letter, at 3-9.
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Given the Commission’s current focus on managing CAT-related costs, as discussed above, it is
important for the Commission to seek to identify any areas of duplicative regulation for potential
retirement.

B. Removing Error Codes and outstanding CAIS rejections relating to fields that will no longer be
reportable to CAIS; removing outstanding Material Inconsistencies

If the Commission approves the rule filing, certain fields that are currently reportable to CAIS will no
longer be reportable. In addition, any previously filed data for these fields will be deleted from CAIS.?’
FIF members request that, upon approval of the rule filing by the Commission, CAT LLC remove all Error
Codes and outstanding rejections relating to these fields. As one of many examples that could be
provided, FIF members request that Error Code 22055 (missing ‘ADDRESS 1’ type Address Record on the
FDID Record)?® and any outstanding rejections relating to this Error Code be removed from CAIS. FIF
members request that CAT LLC take the same steps for all Error Codes relating to fields that will no
longer be reportable to CAIS and for all outstanding rejections relating to these Error Codes. FIF
members also request that CAT LLC remove all outstanding Material Inconsistencies.

C. Retention of TIDs in CAT

On July 25, 2025, CAT LLC submitted a comment letter on the rule filing.? In this comment letter, CAT
LLC addresses a question raised in the comment letter that FIF submitted on July 14, 2025 as to whether
the CAIS system retains TIDs.*° The FIF letter expresses concern about the potential retention of TIDs in
CAIS.3! CAT LLC responds to this question in its comment letter:

The CCID alternative cannot work without retaining TIDs. If TIDs were not retained,
there would be no mapping of TIDs to CCIDs; if there is no mapping of TIDs to CCIDs,
there would be no way to ascertain if a reported TID already has a designated CCID, so
every reported TID would be assigned a new CCID, even if the TID had previously been
reported by the same broker-dealer and associated with the same FDID. In summary, if
TIDs were not retained, the CCID could not be used for its intended purpose of
conducting cross-market, cross-broker, and cross-account surveillance of a single
Customer’s trading activity, nor could it even be used for surveillance of the same
broker or same account.?

FIF members are concerned that the cybersecurity threat landscape has significantly changed since
2020,* when the CCID alternative was devised and the process of creating CCIDs was put in place.3*

27 see, for example, Initial Filing, at 2.

28 See, for example, CAIS Technical Specifications, at 124.

29 Letter from CAT LLC to the Commission (July 25, 2025), available at https://www.sec.gov/comments/4-
698/4698-632107-1870294.pdf (“July 2025 CAT LLC Response Letter”).

30 July 2025 FIF Comment Letter, at 9-10.

31 bid.

32 July 2025 CAT LLC Response Letter, at 8 n.30.

33 pPlease see Annex 1 for additional detail.

34 Securities Exchange Act Release No. 88393 (Mar. 17, 2020), 85 FR 16152 (Mar. 20, 2020).
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If the CAT system retains TIDs, the rule filing does not fully achieve the objective of removing PIl from
CAT. As discussed in the July 2025 FIF comment letter, the retention of TIDs makes the CAT system
vulnerable to a “rainbow table attack”.3> To address this concern, FIF members request that CAT LLC
modify the CAT system in a manner that would not require the retention of TIDs in their current form
but still allow for the linkage of activity involving each specific CCID. FIF members believe it is technically
feasible to devise the assignment of CCIDs without retaining TIDs, such that cross-market, cross-broker
and cross-account surveillance of a single customer’s trading activity is achievable.

FIF members do not want this request to delay approval of the rule filing. Instead, FIF members request
that the Commission approve the rule filing and that CAT LLC implement this requested change as a
future enhancement to CAT to protect PIl. FIF members request that the Commission consider including
in its approval order a request for CAT LLC to evaluate this issue.

k 3k %k k k
FIF appreciates the opportunity to comment on the Notice and OIP. If you would like clarification on any

of the items discussed in this letter or would like to discuss further, please contact me at
howard.meyerson@fif.com.

Very truly yours,
/s/ Howard Meyerson

Howard Meyerson
Managing Director, Financial Information Forum

35 July 2025 FIF Comment Letter, at 9-10.

FINANCIAL INFORMATION FORUM 8


mailto:howard.meyerson@fif.com

Annex 1
Recent Cybersecurity Studies and Incidents

The 2025 Data Breach Investigations Report by Verizon Business
(https://www.verizon.com/business/resources/reports/dbir/) outlines the most prevalent attack
pattern being Systems Intrusion (i.e. complex attacks leveraging malware and/or hacking), representing
53% of all data breaches. This is an increase from 36% for the prior year. The Finance and Insurance
sector itself reported 12,195 confirmed breaches out of 22,052 securities incidents investigated, with
significant growth of espionage-motivated breaches at 17% of total breaches.

The 2025 Cost of a Data Breach Report by IBM (https://www.ibm.com/reports/data-breach) reported
the average cost of a U.S. data breach to be $10.22 million (as compared to a global average of $4.44
million), with attackers targeting customer PIl over other types of data by a wide margin (the report
estimates that 53% of breaches involved stolen or compromised customer Pll). The report estimates a
cost of $160 per record for customer Pl breaches. According to IBM’s 2024 Cost of a Data Breach Report
(https://wp.table.media/wp-content/uploads/2024/07/30132828/Cost-of-a-Data-Breach-Report-
2024.pdf), mega breaches (characterized by more than 1 million compromised records) were estimated
to incur multi-fold costs. For the smallest category of mega breach (1-10 million records), the average
cost was nearly $44 million (nine times the global average cost). For breaches exceeding 50 million
records, the cost was $375 million. The critical factor that amplifies this cost is “dwell time” (i.e. time to
identify and contain a breach). The 2025 report estimates dwell time as 224 days for 23% of the data
breaches reported as happening on the public cloud environment. According to the 2025 report, 65% of
organizations reported having not fully recovered from a data breach, 45% of organizations reported an
increase in the cost of their services and products after the breach, and 49% of organizations reported
having to increase their spending in new security measures and fortifying their security defenses after
the breach.

The theoretical risks of data retention are made concrete by numerous recent cybersecurity incidents
that underscore the exact threat vectors facing the CCID subsystem. See, for example:

e Cash App Investing breach (2021) (insider threat and inadequate access control management:
https://www.strongdm.com/what-is/cash-app-data-breach)

e Uber breach (2022) (social engineering and MFA fatigue: https://www.upguard.com/blog/what-
caused-the-uber-data-breach)

e T-Mobile breach (2023) (insecure APIs: https://www.darkreading.com/cyberattacks-data-
breaches/t-mobile-breached-again-exposing-37m-customers-data)

e MGM Resorts breach (2023) (help desk impersonation:
https://westoahu.hawaii.edu/cyber/global-weekly-exec-summary/alphv-hackers-reveal-details-
of-mgm-cyber-attack/)

e Coinbase insider breach (2025) (bribed third-party contractors:
https://www.xcitium.com/blog/it-security/coinbase-cyberattack/)
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